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Abstract:

Cyber attacks transcend military dimensions and extend to targeting critical infrastructure such
as electricity, water, and telecommunications systems as well as sectors including finance and
economics. These acts of cyber warfare are distinguished by their occasional focus on societal and
political structures with an intent to destabilize societies from within.

These cyber crimes represent a broader trend where attackers, both individually and
collectively, target essential infrastructures as a means to terrorize citizens, extorting companies or
authorities for money. In this context, the cybersecurity firm Trend Micro has noted that entities
with malevolent intentions have currently opted for demanding higher ransoms from targets likely
able to pay them, such as healthcare providers and local governments.

Cyber warfare differs significantly from traditional warfare which typically involves
conventional armies engaging in declared combats over identifiable battlegrounds. Cyber
conflicts are nebulous with unspecified objectives moving across the electronic information
network.

In today's era, cyber attacks are complex, dangerous with multiple types occurring at an
increasing rate. When these reach goals of dismantling entire countries' infrastructures it becomes
paramount in national defense priorities akin to military capabilities including nuclear powers;
cyber capabilities can penetrate nuclear plants or disrupt military bases effectively controlling or
disabling them.

There is consensus amongst international humanitarian law specialists that electronic attacks
outside active kinetic armed conflict should not necessarily be regulated by international
humanitarian law.

Keywords: International Law, Humanity, Confrontation, Attack, Electronic, Cyber.
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