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Abstract

The integration of artificial intelligence (Al) into Moroccan criminal law presents
opportunities for improving the efficiency and accuracy of judicial processes,
while also posing ethical and legal risks. This study examines how Al can assist
in expediting case processing, enhancing evidence analysis, and predicting
criminal behavior. However, concerns regarding algorithmic bias, transparency,
and accountability remain critical. The paper underscores the need for a robust
legal framework that upholds citizens' fundamental rights while promoting the
responsible use of Al. A multidisciplinary approach involving legal, technical,
and ethical perspectives is recommended, along with targeted training for judicial
actors. Ultimately, the successful integration of Al into Moroccan criminal law
will depend on safeguarding the principles of justice, equity, and transparency.

Keywords: Artificial intelligence, Moroccan criminal law, transparency,
algorithmic bias, accountability, judicial efficiency, legal framework.
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Résumé :

L'intégration de l'intelligence artificielle (IA) dans le droit pénal marocain offre
des opportunités pour améliorer l'efficacité et la précision des processus
judiciaires, tout en posant des risques éthiques et juridiques. Cette étude examine
comment I'[A peut aider a accélérer le traitement des affaires, a améliorer I'analyse
des preuves et a prédire le comportement criminel. Toutefois, des préoccupations
subsistent quant aux biais algorithmiques, a la transparence et a la responsabilité.
L'article souligne la nécessité d'un cadre juridique solide qui respecte les droits
fondamentaux des citoyens tout en promouvant 1'utilisation responsable de 1'TA.
Une approche multidisciplinaire impliquant des perspectives juridiques,
techniques et éthiques est recommandée, ainsi qu'une formation ciblée pour les
acteurs judiciaires. En fin de compte, l'intégration réussie de I'lA dans le droit
pénal marocain dépendra de la préservation des principes de justice, d'équité et de
transparence.

Mots-clés : Intelligence artificielle, droit pénal marocain, transparence, biais
algorithmique, responsabilité, efficacité judiciaire, cadre juridique.
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Introduction

Artificial intelligence (Al) today represents a pivotal turning point in various
fields, including that of criminal law. Al refers to the ability of machines to
simulate human cognitive processes, such as learning, reasoning, and recognition.
This burgeoning technology raises essential questions regarding its integration
into sensitive judicial systems such as that of Moroccan criminal law. Indeed,
Moroccan criminal law, safeguarding individual freedoms and fundamental
rights, could benefit from the technological advances that Al brings, particularly
to expedite judicial proceedings and improve the accuracy of verdicts. However,
this evolution also entails significant ethical and legal risks that must be
thoroughly examined.!

The history of artificial intelligence begins in the 1950s with pioneers like Alan
Turing and John McCarthy. These initial efforts led to the development of systems
capable of simulating limited aspects of human intelligence, such as logical
reasoning or pattern recognition. In the 1990s and 2000s, rapid advancements in
computing power and machine learning enabled Al to establish itself in numerous
sectors.?

Legal domain, Al was initially employed for legal research tasks and analysis
of extensive data. Particularly in the United States and China, Al systems are
already being used to aid in judicial decision-making, including predictive
analysis of judgments and management of digital evidence. However, in the
Moroccan context, the use of Al in criminal law is still in its early stages, but
holds the promise of transforming the traditional approach to justice.

The significance of this study lies in the analysis of the potential opportunities
presented by artificial intelligence for the Moroccan judicial system. Like many
countries, Morocco grapples with court overload and judicial processing delays
that can impede access to justice. Al, with its ability to efficiently process massive
volumes of data and assist judges in decision-making, could help address these
issues. However, these advancements must be carefully integrated to avoid
compromising the protection of fundamental rights, such as the right to a fair trial
and the presumption of innocence. Therefore, it is essential to examine how
Morocco can ethically adopt this technology in line with international standards.?

The impact of artificial intelligence on Moroccan criminal law is the focal point
of this study, aiming to identify both the opportunities and risks associated with
the adoption of Al in the judicial process. Among the issues raised are the ability
of Al to enhance the efficiency of the Moroccan judicial system, while ensuring
transparency, fairness, and respect for fundamental human rights are not

! Bor, S. and Koech, N. C. "Balancing Human Rights and the Use of Artificial Intelligence in Border Security in
Africa." J. Intell. Prop. & Info. Tech. L. (2023).

2 Prasad, R. and Choudhary, P. "State-of-the-Art of Artificial Intelligence.." J. Mobile Multimedia (2021).

3 BENSALAH, M. "Artificial Intelligence and Human Rights: Action plan & recommendations for human rights-
sensitive and ethical artificial intelligence.." (2021).
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compromised. The discussion also includes considerations on the accountability
of algorithmic decisions and the presence of biases in Al systems.*

To address this issue, this study will unfold in two parts:

Part 1: Foundations of Moroccan Criminal Law and its Interaction with Al.
We will explore how Al fits into a traditional legal framework and which
fundamental principles are affected.

Part 2: Ethical and Legal Challenges of AI Use in Moroccan Criminal Law.
This section will analyze the risks associated with bias, transparency, and the
resulting responsibilities.
Conclusion: This part will offer avenues for reflection and recommendations for
integrating Al into the Moroccan judicial system while preserving fundamental
rights.

Part 1: Underpinnings of Moroccan Criminal Law and the Influence of Al
Section 1: The legal framework of Moroccan criminal law

Understanding the legal framework is crucial for grasping how Al could be
incorporated into the Moroccan criminal justice system. Moroccan criminal law
reflects a blend of native traditions and external influences, particularly from
French colonial law.>

Since the adoption of its first Penal Code in 1962, Morocco has undertaken n
umerous reforms to modernize its judicial system. Originally inspired by the Fre
nch Penal Code, the initial code had a repressive and punitive approach. In the 1
990s, social dynamics and international pressures prompted the country to emba
rk on significant reforms. These reforms aimed to improve the rights

of detainees and ensure fair trials. The 2000s marked a period of alignment of
the Moroccan

penal system with international human rights standards, with the adoption of
anti-
torture laws in 2006 and a new Constitution in 2011. This Constitution enshrine
d key principles

such as the presumption of innocence and the right to a fair trial, and several
provisions of the

penal Code were revised to better protect individual liberties. In the 2010s an
d beyond, Morocco continued its reforms to make its penal system more human
and in line with international

4 Ibid
5> Herouach, S. and el Bahraoui, H. "Modernity and Morocco: Gender Smoking as a Modernity Sub-youth Culture
Aspect, Fez as a Case Study." Open Political Science (2020).
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commitments. Laws were adopted to protect the rights of women, children, a
nd minorities, and

to combat corruption. Despite these progressions, challenges remain, particul
arly regarding the

effective enforcement of laws and judicial independence. Efforts include the t
raining of judicial

actors and international cooperation to harmonize penal practices.®

One of the fundamental principles that underpin the Moroccan penal system is the
principle of the legality of offenses and penalties, which ensures that all criminal
acts are clearly defined and sanctioned accordingly. In addition, the system
strongly emphasizes respect for the rights of the defense, guaranteeing a fair and
impartial trial for all individuals involved in legal proceedings. Another
significant aspect of the Moroccan penal system is the essential role played by the
criminal judge, who adheres to the principle of impartiality and strives to
administer justice in a fair and equitable manner.

However, as society progresses and technology rapidly evolves, the question
arises of how to integrate Al into the legal framework without compromising the
foundational values of impartiality and fairness. The integration of automated
technologies poses unique challenges to the existing judicial system, which is
built upon the principles mentioned earlier. The introduction of Al raises
intriguing inquiries into how to maintain a balance between the utilization of
cutting-edge technologies and the preservation of the core values that constitute
the backbone of the Moroccan legal system.

Imagining a future where Al is seamlessly incorporated into the legal
framework, it becomes crucial to explore innovative ways to integrate this
technology while ensuring the primacy of impartial judgment, fairness, and
respect for human rights. The potential benefits of Al in the legal field are
immense, ranging from increased efficiency and accuracy in legal processes to
the potential for comprehensive analysis of vast amounts of legal data. However,
careful consideration must be given to how Al can affect crucial aspects such as
the decision-making process, the preservation of individual rights, and the overall
integrity of the legal system.

To navigate these complexities, stakeholders must collaborate to develop
robust guidelines and regulations that safeguard the principles of the Moroccan
penal system while embracing the immense potential of Al. Striking the right
balance between Al integration and upholding the principles of justice will require
open discussions, ongoing evaluation, and a commitment to continuously adapt
and improve the legal framework. By doing so, the Moroccan penal system can

¢ Jiménez-Alvarez, Mercedes G., Keina Espifieira, and Lorena Gazzotti. "Migration policy and international human
rights frameworks in Morocco: tensions and contradictions." The Journal of North African Studies 26, no. 5
(2021): 893-911.
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harness the transformative power of Al while ensuring a legal landscape that
values impartiality, fairness, and respect for human rights remains at the core of
its evolution.

Section 2: The impact of AI on Moroccan legal system

Artificial Intelligence (AI) presents numerous opportunities in the legal field.
Recent developments demonstrate that Al can be utilized to assist judges in
decision-making, to analyze criminal patterns, and to expedite the processing of
criminal cases. However, this advanced technology raises important and complex
questions about the boundaries of its usage and its potential impact on the legal
profession, judicial decision-making, and the concept of justice itself. As Al
becomes increasingly integrated into the legal system, it becomes imperative for
legal practitioners, policymakers, and society as a whole to critically examine
these implications. The ethical considerations, privacy concerns, and potential
biases associated with Al systems are critical topics to address. Moreover, the
need for transparency and accountability in the development and deployment of
Al technologies within the legal domain cannot be overstated. As we navigate the
opportunities and challenges presented by Al in the legal field, it is crucial to
strike a balance that leverages the benefits of this technology while safeguarding
the principles and values that underpin our justice system. Only through
thoughtful regulation, collaboration, and ongoing adaptation can we fully harness
the potential of Al in creating a legal landscape that is fair, efficient, and just for
all individuals involved.

Current Applications of Al: The implementation of Al in the field of Moroccan
criminal law is still in its nascent phase. However, it is crucial to explore the global
instances of Al utilization in the criminal justice system. This examination will
encompass a comprehensive discussion of evidence gathering, monitoring, and
forecasting of criminal conduct. By analyzing these instances, we can gain
valuable insights into the potential applications of Al technologies in Morocco's
criminal justice system. This exploration can pave the way for future
advancements and advancements in the realm of Moroccan criminal law.”

a- Al in Evidence Gathering : Evidence gathering is a crucial part of any
criminal investigation, and Al can greatly enhance this process by enabling the
analysis of large amounts of data with unparalleled speed and accuracy. Al
systems can assist law enforcement agencies in sifting through vast amounts of
digital information, such as video surveillance footage, phone records, emails,
social media posts, and other digital footprints, which would otherwise take

"Enforcement, L., Dual-Use, C. A. A., and Power, E. M. "Anocracy-Interesting Form of State Evolution Currently
Analyzed and Debated around the World—P. 05."
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humans much longer to analyze. This can lead to faster and more efficient
investigations, helping authorities build cases more effectively.®

Applications:

- Facial Recognition Technology: Al-driven facial recognition systems can
analyze thousands of hours of video footage from surveillance cameras to identify
suspects in criminal investigations. These systems can compare faces in real time
against databases of known offenders, or those with prior criminal records,
helping law enforcement quickly track down individuals involved in criminal
activities.’

- Digital Forensics: Al can process and analyze digital evidence from
computers, smartphones, and other devices. For instance, Al tools can quickly
scan through emails, text messages, or social media interactions to find relevant
evidence of criminal intent, associations with criminal networks, or involvement
in illicit activities.'”

- Natural Language Processing (NLP): Al systems using NLP can analyze
large volumes of written or spoken content to detect key phrases or suspicious
activities. This can be used for wiretapped conversations, transcriptions of
interviews, or text analysis of digital communications to identify criminal plans
or illicit communications between suspects.

b- Al in Criminal Behavior Monitoring

Monitoring criminal behavior is another area where Al can play a
transformative role, especially through the wuse of predictive policing,
surveillance, and behavioral analysis tools. Al can monitor individuals or
locations in real-time, analyzing data from various sources to detect potentially
criminal behaviors before they occur or as they unfold. Al’s ability to quickly
process large datasets and identify patterns of behavior makes it an essential tool
for preventing crimes, managing law enforcement resources, and enhancing
public safety.!!

Applications:

- Predictive Policing: Predictive policing uses Al to analyze past crime data
and identify patterns that suggest where and when future crimes are likely to
occur. This allows law enforcement to allocate resources more efficiently,
deploying officers to high-risk areas where crimes are statistically more likely to

8 Delgado, Yaneisy, Bradley S. Price, Paul J. Speaker, and Stephanie L. Stoiloff. "Forensic intelligence: Data
analytics as the bridge between forensic science and investigation." Forensic Science International: Synergy 3
(2021): 100162.

® Vernallis, C., Oore, D., and Buhler, J. "Facial Recognition, Big Data, and Close Readings: Tracing the Asset in
the Bourne and Snowden Trailers." Quarterly Review of Film and Video (2020).

10 Alghamdi, M. I. "Digital forensics in cyber security—recent trends, threats, and opportunities." Cybersecurity
Threats with New Perspectives (2021).

"1 Podoletz, L. "We have to talk about emotional Al and crime." Al & SOCIETY (2023).
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happen. This approach has been successfully piloted in cities such as Los Angeles
and London.'?

- Real-Time Surveillance: Al-powered surveillance systems can monitor
public spaces for criminal activity. For example, Al can analyze video feeds from
surveillance cameras to detect unusual behaviors, such as loitering in restricted
areas, and notify law enforcement in real-time. Al systems can also detect
potential threats in crowds, such as individuals carrying concealed weapons or
acting suspiciously, allowing law enforcement to respond quickly.!?

- Social Media Monitoring: Al systems can monitor public social media
platforms for signs of criminal behavior or organized criminal activity. For
example, by analyzing conversations and posts, Al can detect mentions of illegal
activities, hate speech, or radicalization, enabling authorities to intervene before
a crime is committed.

c- Al in Forecasting Criminal Conduct

Al can also be used to forecast criminal behavior, particularly through risk
assessment tools that predict the likelihood of recidivism (reoffending) and
suggest appropriate sentencing or bail decisions. These tools analyze factors such
as an individual’s criminal history, socio-economic background, and
psychological profiles to assess their risk of reoffending or committing future
crimes. By providing objective data, Al systems can help reduce biases in
decision-making and improve the fairness of sentencing.'*

Applications:

- Risk Assessment in Sentencing: In many countries, Al tools are used to
provide risk assessments for judges when making sentencing or parole decisions.
For example, COMPAS (Correctional Offender Management Profiling for
Alternative Sanctions) is an Al-based tool used in the United States to evaluate an
offender's likelihood of reoffending. These risk assessments help judges make
informed decisions about whether to release an individual on bail, what sentence
to impose, or whether parole is appropriate. '’

- Parole and Probation Monitoring: Al tools can assist parole officers in
monitoring individuals on probation or parole. By analyzing data such as location
tracking, employment status, or social behaviors, Al systems can alert authorities
to any signs of non-compliance or potential criminal activity, allowing early
intervention. '

12 McDaniel, J. L. M. and Pease, K. "Predictive policing and artificial intelligence." (2021).

13 Fontes, C., Hohma, E., Corrigan, C. C., and Liitge, C. "Al-powered public surveillance systems: why we (might)
need them and how we want them." Technology in Society (2022).

14 Fazel, Seena, Matthias Burghart, Thomas Fanshawe, Sharon Danielle Gil, John Monahan, and Rongqin Yu.
"The predictive performance of criminal risk assessment tools used at sentencing: Systematic review of validation
studies." Journal of Criminal Justice 81 (2022): 101902.

15 Ibid

16 Schaefer, L. and Williams, G. C. "The impact of probation and parole officers' attitudes about offenders on
professional practices." Corrections (2020).
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Progress and boundaries: Al holds immense promise in revolutionizing the
judicial process by enhancing its speed and efficiency to unprecedented levels.
However, the utilization of artificial intelligence also brings forth potential risks
that demand close scrutiny. Algorithmic biases, in particular, have emerged as a
substantial threat, capable of distorting outcomes and jeopardizing the very
essence of justice. Therefore, it becomes increasingly crucial to delve into and
analyze the multifaceted challenges associated with the automation of judicial
decisions, the growing dependence on technology, and the alarming implications
it poses to the impartiality of judgments. By understanding these intricacies with

unwavering attention, we can strive towards a fairer and more equitable future for
all.!?

Part 2: Ethical and Legal Challenges of AI in Moroccan Criminal Law
Section 1: Bias and Discrimination

Algorithmic biases represent one of the most pressing challenges in the
integration of Al in criminal law. These biases often stem from the historical data
on which the algorithms are trained. This data may reflect past discriminatory
practices, cultural biases, or socio-economic inequalities. For example, in certain
contexts, ethnic minorities or disadvantaged populations have historically faced
more severe or frequent convictions. If Al is trained on this data, it could
perpetuate these inequalities without question.'®

Within the context of Moroccan criminal law, where social inequalities can
influence judicial decisions, it is crucial that Al systems undergo rigorous auditing
to detect and mitigate these biases. This could involve methods such as:

Regular audits of algorithms to identify and correct any unfair bias in the
handling of cases. Systematic evaluation of the fairness of data before their use to
train Al systems, to ensure that marginalized groups are not disadvantaged.
Development of new algorithms that take into account the diversity of
populations, by integrating neutral variables or adjusting weights to minimize
discrimination.'

Transparency and Accountability

One major issue with the use of Al systems in judicial decisions is the lack of
transparency. The algorithms often operate as "black boxes," where users,
including judges, may not necessarily understand how a decision was reached.
This opacity can lead to violations of fundamental principles of justice, such as

17 Giwa, D. C. and Kodjovi, D. "Artificial Intelligence and the Future of the Administration of Law and Justice in
Nigeria." Available at SSRN 4566440 (2023).

18 Kordzadeh, Nima, and Maryam Ghasemaghaei. "Algorithmic bias: review, synthesis, and future research
directions." European Journal of Information Systems 31, no. 3 (2022): 388-409.

19 Shen, Hong, Alicia DeVos, Motahhare Eslami, and Kenneth Holstein. "Everyday algorithm auditing:
Understanding the power of everyday users in surfacing harmful algorithmic behaviors." Proceedings of the ACM
on Human-Computer Interaction 5, no. CSCW2 (2021): 1-29.
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the defendant's ability to comprehend the reasons for their conviction and to
challenge that decision.?’

It is crucial to enhance the transparency of algorithms by:

Requiring explainability of algorithmic decisions, meaning that every decision
made by an Al system must be accompanied by a comprehensible justification,
both for judges and for those seeking justice. Developing open and accessible
algorithms, allowing independent experts and involved parties to audit and
comprehend the decision-making process. Strengthening regulation to ensure that
any use of Al in the judicial framework is subject to strict transparency standards,
holding judges and developers accountable in case of error or injustice.?!

Responsibility

The issue of accountability for algorithmic decisions is fundamental. If an Al
recommends an excessive or incorrect sentence, who is responsible? The
algorithm developer? The state that implemented it? The judge who followed it?

It is imperative to clarify the responsibilities in the use of Al in:

Imposing a shared responsibility between algorithm developers and judicial
authorities. Judges should play a central role in validating algorithmic decisions.
Creating specific recourse mechanisms for parties harmed by a decision made or
influenced by Al to challenge this decision before an independent body.*

Section 2: Opportunities and Challenges for the Future
Improvement of Judicial Decisions

One of the key benefits of Al is its ability to enhance the efficiency of judicial
decisions by standardizing certain processes. For instance, evidence analysis can
become faster and more precise with Al, reducing the processing times for
complex cases. Furthermore, algorithms can assist in identifying recurring
patterns in criminal cases, which could be useful in assessing the risk of
reoffending or proposing more consistent sentences.?

However, it is essential to maintain a balance between automation and human
judgment. Al should be seen as a decision-making tool, and not as a replacement

20 Brozek, Bartosz, Michal Furman, Marek Jakubiec, and Bartlomiej Kucharzyk. "The black box problem revisited.
Real and imaginary challenges for automated legal decision making." Artificial Intelligence and Law 32, no. 2
(2024): 427-440.

2l Ejjami, R. "Al-driven justice: Evaluating the impact of artificial intelligence on legal systems." Int. J.
Multidiscip. Res (2024).

22 Yalcin, Gizem, Erlis Themeli, Evert Stamhuis, Stefan Philipsen, and Stefano Puntoni. "Perceptions of justice by
algorithms." Artificial intelligence and Law 31, no. 2 (2023): 269-292.

23 Mustapha, E. and Mourad, A. "Using Machine Learning to Predict Public Prosecution Judges Decisions in
Moroccan Courts." Procedia Computer Science (2023).
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for the judge. This ensures that the humanity and flexibility of the judicial process
are preserved, especially in complex or morally sensitive cases.**

Legal Framework Revision

To integrate Al into the Moroccan judicial system, it is imperative to overhaul
the existing legal framework. This includes not only the development of specific
laws governing the use of Al, but also the establishment of institutions dedicated
to regulating and overseeing this technology. Some avenues for reform:

Legislative framework creation on the use of algorithms in the judicial system,
specifying the conditions under which they can be used, as well as the rights of
the litigants in the face of a decision made by Al. Establishment of specialized
regulatory authorities responsible for monitoring the use of Al in the courts,
ensuring that algorithms respect human rights, and verifying the neutrality and
fairness of algorithmic decisions. Adoption of international standards, allowing
alignment with best practices in ethics and transparency in the use of Al, while
taking into account Moroccan cultural and legal specificities.?

International Cooperation

Regulating Al cannot be confined within national borders. The global nature
of this technology and its rapid adoption on an international scale require
cooperation between states. Morocco could:

Actively engaging in international forums to develop legal standards governing
Al, particularly in the areas of human rights, justice, and ethics. Collaborating
with international organizations such as the UN or OECD to harmonize legal
practices and ensure that the use of AI adheres to international standards.
Establishing partnerships with other states that have already developed advanced
regulations for the use of Al in the judicial domain, in order to benefit from their
experiences and avoid pitfalls.?

Conclusion

The integration of artificial intelligence (AI) into Moroccan criminal law
presents significant opportunities to improve the efficiency and speed of judicial
procedures, but it also poses important ethical and legal risks. While Al can help
standardize certain decisions and reduce human errors, it raises crucial questions
about transparency, bias, and the accountability of algorithmic decisions.

Reflections: It is imperative to establish a strong legal framework to regulate
the use of Al, while ensuring that the fundamental rights of citizens are protected.

24 Greenstein, S. "Preserving the rule of law in the era of artificial intelligence (AI)." Artificial Intelligence and
Law (2022).

2 Tbid

26 Rodrigues, R. "Legal and human rights issues of Al: Gaps, challenges and vulnerabilities." Journal of
Responsible Technology (2020).
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This will require close cooperation between legal experts, Al engineers, and
policymakers.

Recommendations: Among the recommendations is the need to develop a
multidisciplinary approach that integrates legal, technical, and ethical
perspectives. The implementation of specific training for judges and prosecutors
on the use of Al will also be essential to ensure responsible use of this technology.

In conclusion, the future of artificial intelligence in Moroccan criminal law will
depend on Morocco's ability to integrate this technology while preserving the
fundamental values of justice and equity.
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